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loT (internet of things) sikkerhet i henhold til IEC/62443
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Hvordan loT implementering pavirker /
sikkerheten y

Thomas Christiansen
Product Manager Automation infrastructure / l k
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Agenda

= Litt historie

= Begreper

= Typisk nettverksoppsett
= Risikovurdere

- Komponent

- System .
Username : admin

- Leverandgr Password : admin

= Sertifikater 3

= [EC62443 admin:password

= Zero trust
= Praktiske rad

OO oA @ @

INSPIRING INNOVATIONS



= |oT security

DUQU
Basert pa Stuxnet kode
Ble sendt som et word dokument via mail
Samlet inn og videresendte konfidensiell
informasjon til eksterne mottakere
Kan brukes til et angrep senere

BLACK ENERGY 3

Ukrainske kraft forsyninger
Kontroll over SCADA system

STORE KJENTE CYBER ANGREP I HISTORIEN

COLONIAL PIPELINE CYBER-ATTACK
Bensin, diesel og jet fuel
75 bitcoin
6-12 mai

230,000 uten strgm i perioder fra 1-6 timer

=n

STUXNET
Foarste angrep med fysiske skader
Siemens Step 7 programvare
Gass sentrifuger

NEW YORK DEMNINGEN

Kom inn i SCADA system via remote access.
Prgvde a dpne demning men,
mislyktes grunnet at slusene

Iransk atomkraftverk var stengt manuelt ved service

Under bakkeniva

Wannacry
200,000 PC’er
150 forskjellige land
Windows Patch
5% eldre versjoner
000 D LeoNAa @ ¢
CONTACT
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“Men dette skjer jo bare med andre, det skjer ikke 0ss”

Dagbladet avslgrer:

Advarer mot elektroniske angreppa |€P Vannsystemet
vannforsyningen
_

Publisert 17. januar 2023 av Runar Daler » Sist endret 19. januar 2023 Tagger: Norsk ' ' ' '

Vann, P

Vann
tilgje
Nasjqg

B NRK:Hackerne som har
| -l angrepet Hydro har stilt kravom
meen Igsepenger

(VG Nett
tatt kont

Hackerne som har angrepet Hydro har stilt krav om Igsepenger for a «lase opp»
datasystemet deres, melder NRK.

Av INGAR JOHP
Oppdatert 10.
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= |oT security Begreper

Operasjonsteknologi

Informasjonsteknologi

PC, servere, printere
nettsider, applikasjoner, data
Email
TCP nettverk
Engineering systemer

— Business

Kontroll systemer - Industrielle kontroller
(PLC, DCS & SCADA)

Alarm og fasilitets overvakingssystemer
Fabrikk informasjon

Industri ——

Industrial internet of things
Sensorer — trykk, temperatur, flow
aktuatorer
Smart maskin / maskin laering

Internet of things

Tablets
Smart telefoner
Smarte kjgretay

Connected factory

OO oA @ @
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loT security

Typisk oppsett

loT Remote access
Cloud

e
e —

Komponent — System - Leverandar

Er du sikker pa at du er sikker?

@ @ ReonTaa @
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loT security Komponent

Ting a tenke over

VPN-sikkerheten er
begrensettil tunnelen

VPN sikrer ikke det som
garinnitunnelen %

7 OO oA @ @
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loT security

Ting a tenke over

Edge-til-cloud
(datainnsamling)

loT kobles til cloud 24/7
(hvilken cloud?)

Cloud-til-edge

System

(device management)

Ingen skille mellom edge og

maskinnettverket

OO oA @ @
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loT security Leverandar

' Certified system

ISASecure”

@

/A TOVRheinland®

Ting a tenke over

Sertifikater ma gis av
akkreditert organ

FM Approvals

of th

o

VERITAS
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Phoenix Contact — A Leading OT Security Supplier
IEC62443 sertifisert av akkreditert organ

10

ZERTIFIKAT & CERTIFICATE
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Factory(ies):

Certification Mark:

Scope of Certificate:

Applied
Standard(s):

Roport No.:

Valid until:

Date, 2018-08-01

CERTIFICATE

No. Q4B 029429 0007 Rev. 00

PHOENIX CONTACT Electronics Gmbd

Industry Management and Automation

Business Unit Control Systems

Dringenauer Strasse 30, 31812 Bard Pyrmont, GERMANY

PHOENIX CONTACT Software Gmbh
Langenbnich 6. 32557 Lamgo, GERMANY

The Carsfication Bady of TUV SUD Praduct Service GrbH cersfies that the company mersicned
above has established 8nd is mAINLAINNg 8 mansgement systerm which meets the requireresnts of the
listad standaeds. The results are documanted in 2 report. See aso notes overteat.

18CRO1S007

20210720

doct Service GmbH + Cartfication Body » Ridlerstralie 65 + 338 Munich - Genmary

IEC62443-4-1 Sertifisert
produktutviklingsprosess
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ZERTIFIKAT & CERTIFICATE ¢

CERTIFICATE

No. IITS2 029429 0027 Rev. 00

Holder of Certificate: PHOENIX CONTACT GmbH & Co. KG
Flachsmarkistr. 8

32825 Blomberg
GERMANY

Certification Mark:

Product: IACS components

Model(s): PLCnext Control
(Configuration: Security Profil active)
AXC F 1152, AXC F 2152, AXC F 3152

Tested IEC 62443-4-1:2018

IEC 62443-4-2:2019

according to: PPP 150038:2021 (IEC 62443-4-1: Full ML3 Process Profile)

The secure development iecycie and the resalting product(s) were assessed on a voluntary basis
and complies with fe essential requirements. The certification mark shown above can be affixed on
the product. It is not permitied to aiter the centification mark in any way. In addition, the certiication

holder must not transfer the certificate to third parties. See hitp://waw.luvsud comips-cert for detals.

Test report no.: 21CRO3S047
Valid until: 2024-10-20
Woadia Ch
Yo, (e,
{ o d
Date, 20211119 ( Nadia Patricia Stefan )
Page 1 of1

TUV SOD Product Service GenbH + Certication Body + RidierstraSie 65 + 80339 Munich + Gesmany

IEC62443-4-2 Sertifiserte
produkter
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ZERTIFIKAT & CERTIFICATE

"o

CERTIFICATE

No. ITS2 029429 0012 Rev. 00

Holder of Certificate:

106448, 103658, 103654

Site(s):

Certification Mark:

Product Type: Industrial IT Security
Model(s): Bluoprint Remote Monitoring and Control
Tested
according to:
The produst wos lostod on & voluntary basis snd comples wih the essentlsl requremants. The
corté ™ above can be afxed on the product It is not permviied 1o aher the
ton mark way. In acdition the certfcaton hokdor must not tansfer e cerbficals to

1hire parnies. See ako notes overest

Test report no.: 1CR12S016 verson 2.0
Vialid il 2022.42:1¢
Date, 201912412 ( Cristian Dimuier
10 Praduct Servis Gro » Canfization Body - Ricersiratie 65 + 53338 Munen + Gesvany o'
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ZERTIFIKAT o CERTIFICATE * 0

IEC62443-3-3 Sertifisert for
flernmonitorering og kontroll

CERTIFICATE

No. Q4B 029429 0008 Rev. 00

Holder of Certificate: PHOENIX CONTACT GmbH & Co. KG
Flachemarkur. 8

32625 Blombeny
GERMANY

Y-

Scope of Certificate:  ICS Security Service Provider

Certification Mark:

The Certification Body of TUV SUD Product Service GmbH cerites that the company merntoned
above hes estabished and s maintaning 8 Wystern which meets the o
e huted standards. The reaults are documented i & feport. See alo rotes ovedest

Report No. 10CR118007
Vabd until: 2022.0847
= /
Date 2019018
Page tof2 .
TUV 50D Pracuet Sarvios Omb « Casfication Body + Rdwtale 85 + 53330 Musich - Gurmarny w

IEC62443-2-4 Sertifisert som
leverandgr av
sikkerhetstjenester
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loT security

The New IEC62443-4-3

Policies &
General System Component
Procedures
1-1 Technology, 2-1 Establishing an 3-1 Security technologies 4-1 Secure product
concepts, and industrial automation for industrial development
models and control system automation and lifecycle
security program control systems requirements
1-2 Master glossary of 2-2 Master glossary of 3-2 Security risk 4-2 Technical security
terms and terms and assessment for requirements for
abbreviations abbreviations system design IACS components o | oT-Sikkerh EtSUth rdrin g er
1-3 System security 2-3 Patch management 3-3 System security 4-3 Application of the
compliance metrics in the IACS requirements and 62443 standards to ) .
environment security levels industrial loT e« An befallnger for an Ieggseler
1-4 System security 2-4 Security program maskin byg gere,
lifecycle and use requirements for '
caco IACS service systemintegratorer og
providers produktleverandarer
1-5 Rules for IEC62443 2-5 Implementation
profiles guidance for IACS

asset owners

: LT Db L T

INSPIRING INNOVATIONS




IEC62443-4-3
loT Security utfordringer

12

Bryter IEC62443
referansemodell; kobler til
internett; bakdgr

Ingen skille mellom 0T og
automatiseringskontrollsystemet

IEC62443 reference model

Level 3
Operation
Management

Level 2
Supervisory
Control

Level 1
Basic Control
Safety

Level O
Process

cec[@

PHCENIX
CONTACT
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IEC62443-4-3
Zero trust arkitektur

= Sikkerhetspolicy - "Aldri stol
pa, alltid verifiser"

= Null? ... i hvilken grad? Security policy

User Device Application Data User Device Application Data

& e I S 2 0 S
; 000D IO UD ¢
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loT security

Praktiske rad

VPN sikrer ikke det som
garinn i tunnelen
c h I Remote access I o]

Edge-to-cloud insipp: Gj :
koiemjn?kzzjon Cloud-to-edge 1. 4—ﬂyne prinsIpp: Gjennomga 09
kommunikasjon revider

[ loT gateway Workstation

loT kobler alltid til
internett (mange 2

Tegn diagrammet pa nytt i henhold til
IEC62443-referansemodellen

servere)

Level 2

3. Risikovurdering av cybersikkerhet

Level 1 PLC PLC PLC PLC

Level 0 |:| |:|

2 @ @ ReonTaa
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loT security

Praktiske rad
’

4. Finn den optimale arkitekturen for & bygge dine
IEC62443 - soner og grupperinger

Niva 3 5. Ekstra lag med beskyttelse mellom
loT/cloud/remote/drift/automasjon/sikkerhet/...
. 6. Kombinasjon av IEC62443-referansemodell og
Niva 2 zero trust-konsept til en viss grad
7. Zero trust komponenter
Niva 1
Niva 0

s OO oA @ @
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Har du spgrsmal om sikkerheten din?



Ikke ngl med & ta kontaki!

Thomas Christiansen

Product Manager

tchristiansen@phoenixcontact.com
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